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Dark Patterns for Influencing Developer Behavior
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The behavior of software engineers has a major impact on the technology we use everyday. Unfortunately, research shows developers
often demonstrate bad behaviors and make poor decisions in their work. Existing literature has explored using automated tools to
recommend useful behaviors to programmers. However, studies show these system-to-user suggestions are often ineffective while
user-to-user suggestions between peers are the most effective recommendation approach. To improve automated recommendations for
developer behaviors, this work delves into two interdisciplinary methods to influence human behavior: nudge theory and dark patterns.
We present a comparison of these two approaches for impacting the behavior and decision-making of humans, and offer prototype

designs for dark pattern recommender bots to generate suggestions to improve the choices and behavior of software developers.

Additional Key Words and Phrases: dark patterns, nudge theory, developer behavior, automated recommendations, recommender bots

ACM Reference Format:
Chris Brown and Chris Parnin. 2021. Dark Patterns for Influencing Developer Behavior. 1, 1 (March 2021), 6 pages. https://doi.org/10.

1145/nnnnnnn.nnnnnnn

1 INTRODUCTION

Decision-making is a vital part of software engineering, regarded as “the most undervalued” and “most important” skill
in software development.! However, developers frequently make bad decisions in their work. For instance, despite
scientific evidence of their benefit, research shows developers often avoid using static analysis tools to automatically
find defects in code [12] and prevent security vulnerabilities [25]. Ultimately, these poor decisions by software engineers
are costly. Studies show debugging, the process of finding and fixing errors, consumes the majority of development
costs and developers’ time [18] while software failures impact billions of users and cost trillions of dollars each year.?

Software engineering literature has explored various ways to improve the decision-making of developers. For example,
the Association for Computing Machinery (ACM) published a Code of Ethics to guide the decisions of programmers
while developing and maintaining software applications [8]. However, research shows developers often ignore these
guidelines [14]. For instance, even though the ACM Code of Ethics encourages computing professionals to be “honest
and trustworthy”? and “ensure that the public good is the central concern”,* developers still make unethical decisions

such as implementing dark patterns, or deceptive user interfaces that often trick users to modify their behavior online.

!https://hackernoon.com/decision-making- the-most-undervalued- skill-in-software-engineering- f9b8e5835ca6
Zhttps://www.tricentis.com/news/tricentis-software-fail-watch-finds-3-6-billion-people-affected-and- 1- 7- trillion-revenue-lost-by-software-failures-
last-year/

3https://www.acm.org/code-of-ethics#h-1.3-be-honest-and- trustworthy

4https://www.acm.org/code-of-ethics#h-3.1-ensure- that-the-public-good-is-the- central-concern- during-all- professional- computing-work
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2 Brown and Parnin

Software engineering researchers have also explored automated approaches to improve the choices and behavior of
programmers [20]. Despite the value of bots in software development [23], studies suggest recommendations from these
systems are often ineffective for influencing developer behavior [3]. Moreover, research shows peer interactions, or
recommendations between colleagues during work activities, are the most effective method for making recommendations
to developers compared to technical approaches [15]. However, opportunities for these in-person suggestions between
developers in industry are infrequent and declining [16], motivating the need for automated techniques.

To improve the efficacy of automated recommendations, our prior work proposes incorporating concepts from nudge
theory into bots [5]. Nudge theory is a behavioral science framework for improving human behavior by influencing
decisions without 1) providing incentives or 2) banning alternative choices [21]. Dark patterns are another form of
indirect influence to alter human behavior, and in this work we propose using this concept to improve the decision-
making of programmers while they develop and maintain software applications. The contributions of this work are a
comparison of nudge theory and dark patterns as mechanisms for modifying human behavior and examples of systems

using dark pattern strategies to convince developers to adopt better behaviors.

2 BACKGROUND
2.1 Nudge Theory

Behavioral science research suggests nudges are effective for improving human decision-making [21]. For example,
studies show placing healthy options near the front of a cafeteria encourages students to purchase and consume
healthier options [11]. Furthermore, digital nudging is the process of using technology to nudge humans toward better
behaviors in digital choice environments [22]. For example, the Square mobile payment app changed the default user
action to tip merchants which led to a 133% increase in tips.” This intervention is a nudge because it does not reward
users for choosing to tip nor force gratuity as the only option. Prior work suggests digital nudges are beneficial for
encouraging humans to adopt better privacy behaviors online [1] and reduce social media usage [19].

Nudges are impactful for improving human behavior because of their ability to influence the context and environment
surrounding decisions, or choice architecture [21]. To encourage software engineers to adopt better behaviors, we
introduced developer recommendation choice architectures as a novel framework that incorporates concepts from nudge
theory to improve the effectiveness of automated recommendations [5]. By incorporating actionability, feedback,
and locality into the design of bots, we argue these systems can nudge developers to adopt useful tools and practices.

For instance, we found developers prefer actionable static analysis tool recommendations over static approaches [4].

2.2 Dark Patterns

Dark patterns are user interface designs that deceptively influence the decision-making and behavior of users online.®
User experience (UX) and human factors researchers show dark patterns can influence the choices of humans. For
instance, studies show websites often incorporate misleading and dishonest user interface designs that impact users’
online shopping behaviors [13] and their divulgence of private data [6]. Prior work suggests dark patterns evolved from
explorations into nudge theory [17]. Similar to digital nudges, dark patterns rely on covert and subliminal techniques
to cognitively influence the decision-making of users in digital choice environments. However, while the intention
of nudges is to improve human decision-making and encourage the adoption of beneficial target behaviors [21], dark

patterns often work against user interests and trick them into adopting behaviors favorable for the designers.?

Shttps://www.fastcompany.com/3022182/how-square-registers-ui- guilts-you-into-leaving-tips
Shttps://darkpatterns.org/
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Dark Patterns for Influencing Developer Behavior 3

Dark patterns patterns are primarily viewed as unethical and widely discouraged due to their deceptive nature [9],
however researchers have considered opportunities where using technology to trick users is beneficial [10]. For example,
Fogg and colleagues present design patterns for creating technology to persuade users to adopt desired behaviors [7].
In this work, we aim to explore the following question: can dark patterns be used to trick software engineers into
adopting better programming behaviors? While most research examining digital nudges and dark patterns investigates
their impact on the decision-making of software users, this work seeks to explore how these concepts can influence the

choices and behavior of developers who build and maintain the software we use.

3 DARK PATTERN RECOMMENDATIONS

To improve the decision-making of developers, we present examples of automated systems incorporating dark patterns
to recommend beneficial software engineering behaviors to developers. In this case, the behavior we focus on is static
analysis tool adoption. Research shows utilizing static analysis tools provides a variety of benefits to development
teams, such as preventing errors and improving code quality [2]. However, studies also show that software engineers
rarely use these automated code-checking systems in practice [12]. The design of these sample recommendations
incorporate five strategies for dark patterns introduced in prior work by Gray and colleagues: nagging, obstruction,
sneaking, interface interference, and forced action [10]. Here, we briefly describe sample automated recommendations

with each technique to improve static analysis tool adoption among software engineers.

Nagging. Nagging refers to repeated intrusions to influence user behavior while completing a task. For instance, the
Microsoft Clippy help system was designed to guide users, but they found it’s interruptions frustrating and irritating [24].
To encourage developers to adopt static analysis tools in their work, one approach is to consistently nag programmers
to incorporate code-checking systems into their workflow. For example, Figure 1a presents a sample bot that generates

nagging automated GitHub issues to recommend static analysis tools to developers on coding projects.

Obstruction. Obstruction concerns design decisions that create barriers inhibiting users from completing tasks in
order to force certain behaviors and actions. For instance, Clubhouse blocks users from adding contacts unless they
provide access to their data from Twitter.” An example of this strategy for increasing the adoption of static analysis
tools is coding editors or code hosting platforms preventing users from merging contributions into repositories unless

the changes to the program have been analyzed by a code-checking tool (see Figure 1b).

Sneaking. Sneaking refers to hiding or disguising information relevant to users’ decision-making processes. An example
of this strategy can be found in online ticket purchasing websites such as TicketMaster, which frequently have hidden
service fees and convenience costs not revealed to customers until checkout.® Likewise, covert approaches can be
used to increase code quality by automatically running static analysis tools on source code in integrated development

environments (IDEs) while developers are completing programming tasks without their knowledge or permission.

Interface Interference. Interface interference concerns manipulating user interface designs to trick users into adopting
certain behaviors. For example, TurboTax modified their website to hide their free tax filing program to coerce users
into using their paid platform.’ Examples of interface interference to convince developers to increase static analysis tool
usage involve changing programming environments until a development tool has been run on the code (i.e., graying

out options to disallow committing code in IDEs until a code-checking tool is run in Figure 1c).

https://medium.com/privacy-technology/when-fomo-trumps-privacy-the-clubhouse-edition-82526c6¢d702
8https://www.huffpost.com/entry/concert-ticket-hidden-fees_1_5dfd1021e4b05b08bab527ef
https://www.propublica.org/article/turbotax-just-tricked-you-into-paying-to-file-your-taxes
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4 Brown and Parnin

Forced Action. Forced action involves demanding users perform specific activities in order to continue or complete a
task. An example of this can be seen in WhatsApp, which requires users to share their data with Facebook in order to
use the app.!® While a property of nudges is that they cannot force choosers to select certain behaviors, dark patterns
can force humans to adopt specific behaviors, such as requiring programmers to use static analysis tools. For example,

Figure 1d depicts a bot that prevents pull requests from being merged until all reported static analysis bugs are fixed.

Use Static Analysis Tools #31

@ Open ) tool-recommender-bot opened this issue 6 hours ago - 0 cc

Error X

® You must run static analysis on your code before merging.
ul for automaticall sinyo u not utilize

r adding a X

(b) Obstruction

Run static
analysis == tool-recommender-bot commented 1 minute ago
before .
committing

This pull request cannot be merged until all static analysis errors are fixed.
changes p ! 9 Y

@ = tool-recommender-bot closed this 1 minute ago

(c) Interface Inter- (d) Forced Action
ference

Fig. 1. Dark Pattern Recommendation Examples

4 IMPLICATIONS AND FUTURE WORK

This work explores using dark patterns to design automated recommendations for improving the behavior of software
engineers. As our society becomes increasingly dependent upon technology, the need for developers to adopt beneficial
programming behaviors and make better decisions also grows. One example of a beneficial behavior developers often
avoid is incorporating static analysis tools into their workflow, despite the fact these systems provide many benefits to
development teams by automatically finding and reporting errors in code. To increase the adoption of these systems,
this work proposes several designs for developer recommender bots incorporating dark patterns.

Future directions of this research involve implementing the dark pattern recommendations in automated systems
and evaluating their impact on developer behavior. We hypothesize certain dark pattern strategies will be more effective
than others. For instance, nagging would most likely be unsuccessful because prior work shows interrupting developers’
workflow leads to ineffective recommendations [3]. Additionally, we aim to create bots to suggest good programming
behaviors beyond static analysis tool adoption, such as ethical programming decisions. Furthermore, future work
can explore applying concepts from other disciplines to improve the behavior and decision-making of developers. In
this work, we attempt to portray dark patterns derived from UX research as a design mechanism for improving the
effectiveness of automated systems to recommend useful development tools and practices to software engineers.

Ohttps://bgr.com/2021/01/07/whatsapp-privacy-policy-change-data-sharing-facebook/
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