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1 Introduction

Graphic User Interface (GUI) testing is crucial for verifying visual elements of software
applications and ensuring that user interfaces function as intended. For instance, GUI
functions have been shown to affect the quality of entire systems and impact user expe-
riences [3]. Further, many security vulnerabilities can be exploited through user inter-
face components–such as cross site scripting, access management issues, and information
leakage. To combat this, prior work has explored using GUI testing tools—such as Sele-
nium [13]—to create tests to detect and prevent vulnerabilities in web applications [8, 9].
To meet the growing demands for software, rapid release processes are essential in mod-
ern software development to deploy software to users quickly. For example, continuous
integration and continuous deployment (CI/CD) provides a pipeline of steps for devel-
opers to stage code changes, build projects, test software, and deploy to users more fre-
quently and reliably [14]. Automation is effective for many types of testing (i.e., unit and
integration tests), however automating GUI testing is more challenging due to the com-
plexity of user interfaces [10]. Thus, novel solutions for securing GUIs in rapid release
projects are essential as web-based attacks become more prevalent and sophisticated.

2 Research Plan

The goal of the proposed work is to understand current practices and challenges for se-
curing user interfaces in modern software. In particular, we will explore the following
research question: How do software developers secure user interfaces in rapid release
environments? To answer this question, we will conduct a series of research activities to
investigate GUI testing for security in CI/CD projects and the challenges therein.
1. Literature Review. Our first step is to conduct a literature review to gain insight into
prior work and inform our research methods. The literature review will identify tech-
niques and tools for securing GUIs and challenges with adopting GUI testing in rapid
release (i.e., CI/CD) projects. We will systematically analyze existing literature and cate-
gorize identified techniques and challenges to use in the subsequent research activity.
2. Focus Group. We will conduct a focus group to gain insight from developers on tech-
niques and challenges in securing GUIs in rapid release projects. We will recruit industry
practitioners with expertise in CI/CD to participate, leveraging our workforce develop-
ment component (see Section 3). The focus group will consist of: 1) a presentation of our
preliminary findings and the practices and challenges identified through the literature
review to provide context; 2) a semi-structured group interview for subjects to reflect on
the presented content, describe their own experiences, and brainstorm ideas for technical
(i.e., tools) and non-technical (i.e., guidelines) solutions to enhance user interface security;
3) an exit survey for participants to provide feedback and demographic information.
3. Data Analysis. We will receive IRB approval before starting this work. Pending IRB
approval and participants’ consent, the focus group will be recorded and transcribed by
the research team. In the event the session cannot be recorded, the moderator will take
extensive field notes for analysis [11]. We will use thematic analysis to analyze participant
comments and derive themes related to GUI security testing practices and challenges [4].
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Preliminary Results. We analyzed GitHub projects to study how developers use Selenium
in CI/CD configuration files for open source projects across three popular platforms:
GitHub Actions [7], Travis CI [2], and Jenkins [1].1 We found Selenium significantly slows
down build times and increases developer effort (i.e., more commits and pull request ac-
tivity), in addition to inconsistent usage across projects. Our current work extends this
by distributing an online survey to discover the usage and challenges developers face
integrating popular GUI testing frameworks in open source CI/CD projects.

3 Workforce Development

The research activities will be completed by two graduate students (one PhD, one MS)
at Virginia Tech (GRAs). To support their workforce development, the GRAs will attend
DevOpsDays [5]—an international conference series for developers focused on topics re-
lated to software development, IT operations and infrastructure, and their intersections.
CI/CD is a critical DevOps practice, essential for validating software quality before de-
ployment to a production environment [12]. For this project, the GRAs will attend De-
vOpsDays Baltimore [6], a regional conference in Baltimore, MD. This event was selected
based on its proximity to Southwest Virginia and occurrence during the project period.
DevOpsDays Baltimore will provide several workforce development opportunities. First,
the GRAs can network with industry professionals and companies from the Baltimore,
Washington D.C., and Northern Virginia region. In addition, the GRAs will be able to at-
tend talks from DevOps experts to “gain insights relevant to modern DevOps challenges
and solutions” [6]. Finally, DevOpsDays Baltimore features a unique Open Spaces compo-
nent, where any attendee can propose topics for discussion in small breakout groups. We
will leverage this for our focus group (see Section 2). The PI and GRAs will organize an
open space to gain insights from DevOps experts on challenges and solutions for securing
user interfaces in rapid release processes. This will also allow us to disseminate research
findings to industry practitioners—contributing to the broader impacts of this work.

4 Conclusion

Rapid release processes, such as CI/CD and DevOps, are increasingly adopted by de-
velopment teams to streamline the deployment of software to users. However, these
processes lack support for GUI testing–in particular automated tests to secure user in-
terfaces. The proposed work aims to advance the state of the art in cybersecurity by
engaging with practitioners to understand if and how developers secure user interfaces
in CI/CD projects and motivate novel solutions to detect and prevent GUI-based secu-
rity vulnerabilities. Funding from the CCI Workforce & Industry Engagement Program
will provide support for graduate student researchers to complete the proposed work
and advance their training and workforce development—allowing them to connect with
industry experts, present research findings, and gain insights from DevOps practitioners
at DevOpsDays Baltimore. This project is relevant to CCI goals and will contribute to in-
novative cybersecurity research and security-related workforce development in Virginia.

1Work in preparation at the time of proposal.
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